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	Freedom of Information Act (FOIA) Exemptions Table
	

	Exemption
	Purpose
	General document-type example
	ERSS document-type example

	Exemption 2 – Circumvention of Statute
	Primarily protects internal information which could benefit someone attempting to violate a law or agency regulation and avoid detection.
	· Appraisal methods 

· Audit criteria 

· Classification guidance 

· Guidelines for conducting an investigation 

· Tests and answers 

· Unclassified description of a security measure that allows an adversary to exploit a vulnerability
	· Baseline change proposals (BCPs) 

· Budget proposal summary 

· Contractual agreements 

· Cost proposals 

· Deficiency reports 

· Incident reports 

· Information on financial condition 

· Operating costs 

· Purchase requests 

· Statement of work (only if $$ mentioned) 

· Variance analysis report 

	Exemption 3 – Statutory Exemption
	Protects information specifically prohibited by law from disclosure and not otherwise controlled. 
	· Commercial and business confidential information 

· Export control information
	· N/A

	Exemption 4 – Commercial/ Property
	Protects trade secrets or confidential business information. 
	· Business sales statistics 

· Customer and supplier lists 

· Information on financial condition 

· Overhead and operating costs 

· Profit and loss data 

· Research data 

· Technical designs
	· N/A

	Exemption 5 – Privileged Information
	Protects interagency or intra-agency memos or letters not available by law to a party unless the party is in litigation with the agency. 
	· Appraisal results 

· Confidential communications between an attorney and his/her client 

· Comments on options for a project 

· Comments on a decision yet-to-be-made 

· Documents and correspondence prepared by an attorney in contemplation of litigation 

· Evaluations
	· Any attorney/client confidential information 

· Any litigation correspondence

	Exemption 6 – Personal Privacy
	Protects information that could cause an individual personal distress or embarrassment. 
	· Personnel records 

· Marital status 

· Medical records 

· Social security numbers 

· Unlisted home phone number
	· Accident reports damaging subcontractor safety 

· Dismissal information 

· Evaluation reports or appraisals 

· Information with social security numbers 

· Medical records 

· Negative statements of any kind 

· Personnel information 

· Security infraction report 

	Exemption 7 – Law Enforcement
	Protects information compiled for law enforcement purposes. 
	· Interferes with enforcement proceedings 

· Deprives a person of right to fair trial 

· Unwarranted invasion of personal privacy 

· Discloses identity of a confidential source 

· Discloses techniques and procedures for law enforcement investigations or prosecutions 

· Endangers life or physical safety of an individual
	· N/A

	Exemption 8 – Financial Institutions
	Protects matters related to examination, operating, or condition reports for the regulation or supervision of financial institutions. 
	· Those relating to the security of financial institutions 

· Those documents relating to communication between employees and examiners 
	· N/A

	Exemption 9 – Wells 
	Protects geological and geophysical information and data, including mps, concerning wells. 
	· Rarely invoked or interpreted 

· Applies only to well information of a technical or scientific nature 
	· N/A


NOTE: These requirements comply with DOE Order 471.3, approved on 04/09/2003. 
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