
Privacy and Security of Protected Health Information

(a)  Purpose.  The purpose of this clause is to satisfy certain standards and requirements of HIPAA and the HIPAA Regulations, including, but not limited to, Title 45, Section 164.504(e) of the Code of Federal Regulations ("CFR"), as the same may be amended from time to time. The Subcontractor agrees to protect the privacy and provide for the security of Protected Health Information (“PHI”) used by or disclosed to the Subcontractor in compliance with the Health Insurance Portability and Accountability Act of 1996, (“HIPAA”) and regulations promulgated thereunder by the U.S. Department of Health and Human Services (the “HIPAA Regulations”) and other applicable laws and regulations.  "Protected Health Information" or "PHI" means any information, whether oral or recorded in any form or medium: (1) that relates to the past, present, or future physical or mental condition of an individual; the provision of health care to an individual; or the past, present or future payment for the provision of health care to an individual, and (2) that identifies the individual or with respect to which there is a reasonable basis to believe the information can be used to identify the individual, and shall have the meaning given to such term under HIPAA and the HIPAA Regulations, including, but not limited to 45 CFR Section 164.501.
(b)  Nondisclosure The Subcontractor is not authorized and shall not use or further disclose the University ’s PHI other than as permitted under the Subcontract, or as required by law or regulation.  The Subcontractor shall use appropriate administrative, technical and physical safeguards to prevent any use or disclosure of the University's PHI other than as provided for in the subcontract to ensure the integrity and confidentiality of the PHI and to protect against any reasonably anticipated threats or hazards to the security or integrity of the information and unauthorized uses or disclosures of the PHI.  The Subcontractor shall notify the University in writing within five (5) working days of its discovery of any use or disclosure of the University's PHI not permitted by the Agreement of which the Subcontractor or its officers, employees or agents become aware. The Subcontractor shall take (1) prompt corrective action to cure any deficiencies and (2) any action pertaining to such unauthorized disclosure required by applicable federal and state laws and regulations.

(c)  Disclosure The Subcontractor may use and/or disclose PHI received by the Subcontractor pursuant to the subcontract solely for the purpose of performing its obligations under the subcontract.  The Subcontractor may, if necessary, use PHI for the proper management and administration of the Subcontractor’s business or to carry out the Subcontractor’s legal responsibilities
(d)  Notification of Restrictions The Subcontractor shall notify the University in writing within five (5) working days of receipt of any request by patients or their representatives to restrict the use and disclosure of the PHI the Subcontractor maintains for or on behalf of the University.  Upon written notice from the University, the Subcontractor agrees to comply with any instructions to modify, delete or otherwise restrict the use and disclosure of PHI it maintains for or on behalf of the University.  

(e)  Amendment of PHI The Subcontractor shall inform the University within five (5) working days of receipt of any request by or on behalf of the subject of the PHI to amend the PHI the Subcontractor maintains for or on behalf of the University.  The Subcontractor shall, within twenty (20) calendar days of receipt of a written request, make the subject’s PHI available to the University  as may be required to fulfill the University 's obligations to amend PHI pursuant to HIPAA and the HIPAA Regulations, including, but not limited to, 45 CFR Section 164.526.  The Subcontractor shall, as directed by the University, incorporate any amendments to the University’s PHI into copies of such PHI maintained by the Subcontractor.

(f)  The Subcontractor’s Agents The Subcontractor shall ensure that any agent or subcontractor agrees with the Subcontractor in writing that the agent or subcontractor will hold the PHI confidentially and use or disclose the PHI only as required by law or for the purpose it was used or disclosed to the agent or subcontractor.  Additionally, the agent or subcontractor shall notify the Subcontractor of any instances of which it is aware in which the confidentiality of the PHI has been breached.

(g)  Availability and Accounting of Information The Subcontractor shall, within twenty (20) calendar days of receipt of a written request, make available to the University, and, if authorized in writing by the University, to the subject of the PHI, such information as may be required to fulfill the University’s obligations to provide access to, provide a copy of, and account for disclosures of the University’s PHI pursuant to HIPAA and the HIPAA Regulations, including, but not limited to, 45 CFR Sections 164.524 and 164.528.  The accounting shall include: 1) the date of the disclosure, 2) the name and address of the entity or person who received the PHI, 3) a brief description of the PHI disclosed, and 4) a brief statement of the basis for the disclosure or a copy of an authorization for the disclosure.
(h)  Regulatory Compliance The Subcontractor shall make its internal practices, books and records relating to the use and disclosure of PHI received from the University (or created or received by the Subcontractor on behalf of the University) available to any state or federal agency, including the U.S. Department of Health and Human Services, for purposes of determining the University’s compliance with the HIPAA Regulations.

(i)   Inspection of Records Within thirty (30) calendar days of a written request, the Subcontractor shall make available to the University and the national Nuclear Security Administration during normal business hours all records, books, agreements, policies and procedures relating to the use and/or disclosure of the University’s PHI for purposes of enabling the University  to determine the Subcontractor’s compliance with the terms of the subcontract.  The University and its authorized agents or contractors, may examine the Subcontractor's facilities, systems, procedures, and records as may be necessary to determine the extent to which the Subcontractor's security safeguards comply with HIPAA, the HIPAA Regulations, or the subcontract.
(j)  Termination A breach by the Subcontractor of this clause, as determined by the University, shall constitute a material breach of the subcontract, and shall provide grounds for immediate termination of the subcontract by the University. Upon termination of the subcontract for any reason, the Subcontractor shall return or, at the option of the University, destroy all PHI received from the University , or created and received by the Subcontractor on behalf of the University, that the Subcontractor still maintains in any form, and shall retain no copies of such PHI.  If return or destruction is not feasible, the Subcontractor shall continue to extend indefinitely the protections of the clause, and immediately terminate any further use or disclosure of such PHI.

(k)  Compliance with Law The parties acknowledge that state and federal laws relating to electronic data security and privacy are rapidly evolving and that changes to this clause may be required to ensure compliance with such developments.  The parties specifically agree to take such action as may be necessary to implement the standards and requirements of HIPAA, the HIPAA Regulations and other applicable state and federal laws relating to the security or confidentiality of PHI.  
(l)  Negotiations In the event of a change in or interpretation of any state or federal law, statute, or regulation which materially affects the rights or obligations of either party under the subcontract, the parties agree to negotiate immediately in good faith any necessary or appropriate revisions to the Agreement.  If the parties are unable to reach an agreement concerning such revisions within the earlier of sixty (60) calendar days after the date of notice seeking negotiations or the effective date of a change in law or regulation, the matter will be resolved in accordance with the Disputes clause
(m)  Assistance in Litigation or Administrative Proceedings The Subcontractor shall make itself, and any subcontractors, employees or agents assisting the Subcontractor in the performance of its obligations under the subcontract, available to the University at no cost to the University to testify as witnesses, or otherwise, in the event of litigation or administrative proceedings against the University, its directors, officers, agents or employees based upon claimed violation of HIPAA, the HIPAA Regulations or other laws relating to security and privacy and arising out of the subcontract.  
(n)  No Third Party Beneficiaries Nothing express or implied in this clause is intended to confer, nor shall anything herein confer, any rights, remedies, obligations or liabilities whatsoever upon any person or entity other than the University, the Subcontractor and their respective successors or assigns.  
(o)  Notice to Secretary If the University knows of a pattern of activity or practice of the Subcontractor that constitutes a material breach or violation of the Subcontractor's obligation under this clause, if the breach or violation continues, and if termination of this Amendment is not feasible, the University is required by the HIPAA regulations to report the problem to the Secretary of Health and Human Services.
(p)  Survival The obligations of the Subcontractor under this clause shall survive the termination of this subcontract.
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