
Visitor Guide to 
Smart Security

The following articles are prohibited on LANL property, 
including parking lots and leased areas:
• any dangerous weapons, explosives, or other
  dangerous instrument or material likely to cause 
  substantial injury or damage to persons or property
• alcoholic beverages;
• controlled substances (e.g., illegal drugs and 
  associated paraphernalia, but not prescription and over-the-
  counter medication); and
• other items prohibited by law.

The following are controlled articles and are not allowed in 
Limited Security Areas or above: 
• personal computers and associated media (including palm- 
  top computers, non-government-owned media or software)  
  that have not been approved for use; 
• cell phones, two-way pagers, and personal digital  
   assistants;  
• recording equipment (audio, video, optical, or data); 
Å cameras (video or still, ýlm or digital); 
• electronic equipment with a data exchange port (USB  
  thumb drives, iPods) that can be connected to automatic  
  information system equipment; and
• radio frequency transmitting equipment (including computers  
  or peripherals with active Bluetooth, infrared, and/or RF  
  capabilities, unless disabled).
Note 1: Government cell phones are allowed into Security Areas as 
long as the batteries are removed. 
Note 2: Visitors may have non-government controlled articles on 
LANL property outside Security Areas, but unless approved in 
advance they cannot: 1) take photographs on LANL property; 2) 
connect the article to LANL computers or networks; and 3) load 
sensitive government data on the article. 
Note 3: Your host will work on any exemptions you need.  

Cyber Security: http://int.lanl.gov/cyber/ 
Personnel Security:
http://int.lanl.gov/security/personnel/index.shtml
Photography Policy: http://policy.lanl.gov/pods/policies.
nsf/MainFrameset?ReadForm&DocNum=Notice0184&FileNam
e=notice0184.pdf
Prohibited and Controlled Articles:  
http://int.lanl.gov/security/personnel/badge/prohibited.shtml 
Protecting Information: http://int.lanl.gov/security/protectinfo/
Safety: http://int.lanl.gov/safety/index.shtml
Security: http://int.lanl.gov/security/index.shtml

In addition to specially designated Security Areas (e.g., 
Sensitive Compartmented Information Facilities and Special 
Access Program Facilities), LANL has the following types of 
Security Areas: 
Material Access Area (MAA): A Security Area authorized to 
contain a Category I quantity of Special Nuclear Material.
Limited Area (LA): A Security Area used for the protection of 
classiýed matter and/or Category III or IV quantities of Special 
Nuclear Material, and provides a location where protective 
personnel or other internal controls prevent access by 
unauthorized persons to classiýed matter or Special Nuclear 
Material. 
Exclusion Area (EA): A Security Area where one’s mere 
presence can be expected to result in access to classiýed 
information.
Protected Area (PA): A Security Area used for protection of 
Category II Special Nuclear Material and classiýed matter 
and/ or to provide a concentric security zone surrounding an 
MAA.
Property Protection Area (PPA): All LANL controlled 
property, including leased facilities, other than established 
Security Areas (LAs or above). PPAs are not  authorized 
for storage or processing of classiýed matter; PPAs are 
established to protect Government-owned property against 
damage, destruction, or theft.

• Ask your host about your building’s evacuation routes and  
  your group’s muster area in case of an emergency.
Å If you are handling classiýed, your safety comes ýrst and  
  you must do what is necessary to evacuate safely. If  
  possible, however, ensure classiýed matter is secure before  
  leaving the site.

Welcome to Los Alamos National 
Laboratory. As an ofýcial visitor, 

you are considered a LANL “worker”. As 
such, you must follow the Laboratory’s 
security policies and procedures. 
Whether you are here fewer than 10 
days or much longer, following the 
Laboratory’s established procedures 
will help you avoid compromising 
national security. 

Note: If you are a visitor for longer than 10 days during a 
calendar year, you must take at least the General Education 

Training (GET) and additional safety and security training 
depending on your work and work site.  

Consult your host(s) for speciýcs.

 Prohibited Articles

• Security Help Desk............................665-2002 
Å Badge Ofýce......................................667-6901 
Å Cyber Security...................................665-1795 
Å Emergency Response........................667-6211 
Å Fire, Bomb Threat, etc................................911 
Å Fraud, Waste, and Abuse..................665-6159 
Å Ofýce of Inspector General.........800-541-1625 
• Protection Technology Los Alamos
  (PTLA)...............................................665-1279 
  After Hours Duty Ofýcer.....................667-4409 
Å Safety Help Desk...............................665-7233
Å Security Inquiry Team........................665-3505
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